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Copyright

All Rights Reserved.

All rights are reserved by IDMWORKS. No part of this software may be reproduced, duplicated or modified in any
form or incorporated into any information retrieval system, electronic or any other or transmitted in any form without
the prior permission of IDMWORKS.
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Configuring the SCIM 2.0 Server to Interact with IDF LDAP
Gateway-based Connectors

Topics:

Overview
Configuring SCIM 2.0 Server
Connector-specific Guidance
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Overview

This connector guide provides detailed information about configuring the SCIM 2.0 server (Account management
service) to interact with IDF LDAP Gateway-based connectors.

Note: This guide assumes that LDAP Gateway and NEIS services are aready installed. Please refer to <NEI S
installation fol der>\docs\ NEI S _user _gui de. pdf forinstallation, configurations of NEIS services.

Configuring SCIM 2.0 Server

The Account Management Service communicates with the target applications via |DF LDAP Gateway-
based connectors. The configurations to connect to the IDF LDAP Gateway-based connector are present in
| dPort al . j son file of the Configuration service.

Configuring LDAP Gateway Details
To configurethe LDAP Gateway, please follow the below steps.

Navigatetothe<NEI S i nstal | ati on fol der >\ confi g\ conf folder and modify | dPort al . j son fileas
follows:

1. Locate the LdapServerConfig attribute and change the values of it’s sub attributes wherever applicable.

e Server Addr ess - Hosthame or |P addressto an LDAP directory

e Server Port - Port number for communicating with the LDAP directory

« BaseDn - Base DN representing the root directory that users and groups will be managed within

* Root User Dn - Username credential in DN format for authenticating against the LDAP directory.

* Root User Passwor d - Password credential in DN format for authenticating against the LDAP directory

Example: L DAP connector

"LdapSer ver Confi g"

"Server Address” : "local host",

"ServerPort" . 6389,

"BaseDn" : "dc=system dc=backend",

"Root UserDn" : "cn=Di rectory Manager, dc=system dc=backend",
"Root User Passwor d" : "Cf DI8DnGF bZY5711 | P6QeZri Bf w3rt Nrr 09BS4Qu 7"

}

Note: RootUserPassword must be encrypted. Please follow the<NEI' S i nst al | ati on fol der >\ docs
\ NEI S_user _gui de. pdf for how to encrypt the sensitive data using EncryptionUTtility.
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. Locate the UserResourcel dapConfig attribute and change the values of it’s sub attributes wherever applicable.

« RDNResour ceAttr - LDAP attribute that represents the Resource RDN (ie. cn, ui d, etc). Thisattributeis
found as part of the larger distinguished name representing the resource

e UUl DResour ceAt tr - LDAP attribute that represents the globally unique identifier of the Resource (ie.
ent r yUUl Dor uui d)

e« G oupMenbershi pAttr - LDAP attribute that represents the groups that the Resource belongsto (ie.
menber of )

e G oupMenbershi pl dAttr - LDAP attribute that represents the groups id that the Resource belongs to
(e.g. menber of I d)

e« Enmumil Attr - LDAP attribute that represents the email address of the Resource (ie. mai | )

 ActiveStateldentifierAttr - LDAP attribute that represents the active state of the Resource (ie.
Active)

* SchemaPr ef i x - Organizational Units that the Resource will be contained within (excluding the BaseDN).
Example: ou=nonenpl oyees, ou=Peopl e

e Sear chBaseDn - Base DN representing the container that resources will be managed within (ie.
ou=Peopl e, dc=syst em dc=backend)

« (bj ect d asses - List of object classes that represent the resource object (ordered from general to specific)

Example:

"User Resour ceLdapConfig" : {

"RDNResour ceAttr" : "uid",

"UUl DResour ceAttr" : "entryUu D',

"G oupMenber shi pAttr" : "nmenberof",

"G oupMenber shi pl dAttr" : "isMenberOfld",

"Emai | Attr" @ "wrail",

"ActiveStateldentifierAttr" : "Active",

"SchemaPrefix" : "ou=Peopl e, ou=NonEnpl oyees",

" Sear chBaseDn" : "ou=Peopl e, ou=NonEnpl oyees, dc=syst em dc=backend",

"(bj ectCl asses” : [ "top", "person", "organizational person”,
"inetorgperson”, "idf O gPerson” ]

}
. Locate the GroupResourcel dapConfig attribute and change the values of it’s sub attributes wherever applicable.

« RDNResour ceAttr - LDAP attribute that represents the Resource RDN (ie. cn, ui d, etc). Thisattributeis
found as part of the larger distinguished name representing the resource

e UUl DResour ceAt tr - LDAP attribute that represents the globally unique identifier of the Resource (ie.
ent r yUUl Dor uui d)

e User Menber shi pAt tr - Multivalued LDAP attribute that represents users who are members (ie.
uni quenemnber)

e User Menber shi pl dAt tr - Multivalued LDAP attribute that represents user id who are members (e.g.
uni quenenber | d)

* SchemaPr ef i x - Organizational Units that the Resource will be contained within (excluding the BaseDN).
Example: ou=nonenpl oyees, ou=G oups

e Sear chBaseDn - Base DN representing the container that resources will be managed within (ie
ou=G oups, dc=syst em dc=backend)

* (bj ect d asses - List of object classes that represent the resource object (ordered from general to specific)

Example:

" & oupResour ceLdapConfig" : {

"RDNResourceAttr" : "cn",
"UUlI DResour ceAttr" : "entryUu D',
"User Menber shi pAttr" : "uni quenenber",

"User Menber shi pl dAttr" : "uni quenenberld",
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"SchemaPrefix" : "ou=G oups, ou=NonEnpl oyees",
"Sear chBaseDn" : "ou=G oups, ou=NonEnpl oyees, dc=syst em dc=backend",
"CObj ectCl asses" : [ "top", "idf O gGoup”, "groupOfUni queNanes" ]

SCIM to LDAP Attribute Mappings
The Account Management service has a default SCIM to LDAP attribute mappings file.

To modify the mappingsfile, navigateto<NEI S i nstal | ati on fol der>\acct ngnt\ folder and modify the
Sci mToLdapAtt ri but eMappi ngs. xm fileasfollows.

This SCIM to LDAP attribute mapping file has 3 sections, one for User resource, one for Group resource and one for
default custom attributes. Each attribute mapping entry has SCIM attribute name, it's corresponding LDAP attribute
name and mutability.

The mutability defines whether the attribute is read only, write only or both. Valid values for mutability are -
readonl y,witeonlyandreadwite.

» User - This section contains User resource SCIM attributes and corresponding LDAP attribute mappings.
» Group - This section contains Group resource SCIM attributes and corresponding LDAP attribute mappings.
» DefaultCustomAttributes - These attributes are used internally.

Note:

» Please do not modify the SCIM attribute names.
» Please do not add / delete / modify Default Custom Attributes.

« To configure custom attributes, please refer Custom Attributes section of the<NEI' S i nstal | ati on
f ol der >\ docs\ NEI S_user _gui de. pdf.

Note: Pleaserefer Connector-specific Guidance on page 9 for connector specific sample
Sci mToLdapAtt ri but eMappi ngs. xm file.

Non-Employee ID

When aUser is created in the system using SCIM 2.0 API POST method (/ User s), the non-employeeid field
is generated by default. There are scenarios where this field is not required while creating an user. To disable this
feature, please follow the below steps.

Navigatetothe<NEI S i nstal | ati on fol der >\ confi g\ conf folder and modify | dPort al . j son fileas
follows: L ocate the NonEmployeel DConfig attribute and change the values of it’s sub attributes as follows.

e Cenerate Non-Enpl oyee | D- Represents whether to generate and assign Non-Employee ID while creating
auser.

e Attribute Name - TheSCIM attribute name to which non-employee id is assigned.
e Prefix - Prefix of the EmployeeID.
o Suf fi x - Suffix of the Employee ID

Example:

"NonEnpl oyeel DConfi g" : {

" CGener at eNonEnpl oyeel d" : true,
"AttributeNane" : "Externalld",
"Prefix" : "Ne-",

"Suffix" : "ID

Connector-specific Guidance
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RACF

Below are RACF connector specific configurations for reference.

LDAP Gateway Details
e LDAP Server Configurations

1. Pleasenavigateto <l DF Gat eway | nstal |l ati on>/ conf folder and open cust oner -
configuration. properties file

2. Search for RACF connector class defination cnctr.racf.class.

Specify the value present for the cnctr.racf.racf1.suffix setting asthe BaseDN valuein | dPort al . j son

4. Specify the value present for the cnctr.racf.racf 1.adminUserDN setting as the RootUserDn valueiin
I dPortal . json

5. Specify the value present for the cnctr.racf.racf1l.adminUserPassword setting as the RootUserPassword value
inldPortal .json

w

Example

"LdapSer ver Confi g"

"Server Address" : "l ocal host",

"ServerPort" : 6389,

"BaseDn" : "dc=racf, dc=cont,

"Root User Dn" : "cn=i df Racf Adm n, dc=r acf, dc=cont',

"Root User Passwor d" : " Cf DI8DnGF bZY5711 | P6QeZri Bf w3rt Nrr 09BS40"

}

» User Resource LDAP Configurations

Example

"User Resour ceLdapConfig" : {

"RDNResour ceAttr" : "uid",

"UUl DResourceAttr" : "uid",

"G oupMenber shi pAttr" : "nmenberof",

"G oupMenber shi pl dAttr" : "groups",

"Emai | Attr" : "wmail",

"ActiveStateldentifierAttr" : "revoke",

"SchemaPrefix" : "ou=Peopl e",

"Sear chBaseDn" : "ou=Peopl e, dc=r acf, dc=cont',

"(bj ectCl asses” : [ "top", "person", "organizational person”,
"i netorgperson”, "idfCOrgPerson” ]

}
* Group Resource LDAP Configurations

Example

"G oupResour ceLdapConfig" : {

"RDNResourceAttr" : "cn",

"UUl DResourceAttr" : "cn",

"User Menber shi pAttr" : "uni quenenber",

"User Menber shi pl dAttr" : "uni quei ds",

"SchemaPrefi x" : "ou=G oups"”,

" Sear chBaseDn" : "ou=G oups, dc=racf, dc=conf',

"(bj ectCl asses” : [ "top", "idfOgGoup”, "groupCOfUni queNanes" ]
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SCIM to LDAP Attribute Mappings

For SCIM to LDAP attribute mappings for RACF connector, please refer the
Sci mToLdapAtt ri but eMappi ngs. xm filepresentunder <NEI S i nstal | ati on f ol der>\doc
\ sanpl es\ connect or s\ RACF folder.

Epic Health

Below are Epic Health connector specific configurations for reference.

LDAP Gateway Details
LDAP Server Configurations

1. Pleasenavigateto <l DF Gat eway | nstal |l ati on>/ conf folder and open cust oner -
configuration. properties file
2. Search for Epic Health connector class defination cnctr.epichealth.class.
3. Specify the value present for the cnctr.epichealth.epichealthl.suffix setting as the BaseDN valuein
I dPortal . json.
4. Specify the value present for the cnctr.epichealth.epichealthl.adminUserDN setting as the RootUserDn value
inl dPortal .json.
5. Specify the value present for the cnctr.epichealth.epichealthl.adminUserPassword setting as the
RootUserPassword valuein | dPor t al . j son.
Example
"LdapServer Confi g" :
"Server Address"” : "l ocal host",
"ServerPort" : 6389,
"BaseDn" : "dc=epicheal th, dc=coni,
"Root UserDn" : "cn=Di rectory Manager, dc=epi cheal t h, dc=cont,
"Root User Passwor d" : " Cf DI8DnGF bZY5711 | P6QeZri Bf w3rt Nrr 09BS40"
}

User Resource LDAP Configurations

Example

"User Resour ceLdapConfig" : {

}

"RDNResourceAttr" : "uid",

"UUl DResourceAttr" : "uid",

"G oupMenber shi pAttr" : "menberof",

"G oupMenber shi pl dAttr" : "groups",

"Emai | Attr" : "wmail",

"ActiveStateldentifierAttr" : "lIsActive",
"SchenmaPrefix" : "ou=Epi cEnp",

"Sear chBaseDn" : "ou=Epi cEnp, dc=epi cheal t h, dc=cont,

"(bj ect Gl asses” : [ "Epi cEmp" ]

Group Resource LDAP Configurations

Example

"G oupResour ceLdapConfi g" : {

" RDNResour ceAttr" : "cn",

"UUl DResourceAttr" : "cn",

"User Menber shi pAttr" : "uni quenenber",
"User Menber shi pl dAttr" : "uni quei ds",

"SchemaPrefix" : "ou=Epi cEnp",
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" Sear chBaseDn" : "ou=Epi cEnp, dc=epi cheal t h, dc=cont,
"(bj ect Gl asses" : [ "Epi cEmp" ]

SCIM to LDAP Attribute Mappings

For SCIM to LDAP attribute mappings for Epic Health connector, please refer the
Sci mfoLdapAtt ri but eMappi ngs. xm filepresentunder <NEI S i nstal | ati on f ol der>\doc
\ sanpl es\ connect or s\ Epi c folder.



| Configuring the SCIM 2.0 Server to Interact with IDF LDAP Gateway-based Connectors | 13



	Contents
	Copyright
	Configuring the SCIM 2.0 Server to Interact with IDF LDAP Gateway-based Connectors
	Overview
	Configuring SCIM 2.0 Server
	Configuring LDAP Gateway Details
	SCIM to LDAP Attribute Mappings
	Non-Employee ID

	Connector-specific Guidance
	RACF
	Epic Health



